Setting up OAuth with your Azure account

If you have an Azure account, you can activate Single Sign On (SSO) for Lanes
& Planes based on your users’ email addresses. Then users can enter their Azure
Active Directory credentials to access Lanes & Planes instead of maintaining a
separate password. (If you are not using Azure Active Directory, users’ credentials
for your Azure account will also work here.) You can control access to Lanes &
Planes based on who is in your Azure Active Directory.

If you want to set this up, Lanes & Planes will give you a redirect URL, like this:
https://api.lanes-planes.com/auth/example/callback

You will enter that URL into your Azure configuration below. Your own URL
will have something different instead of example.

First you’ll need to configure things in the Azure Portal, then come back to
Lanes & Planes to configure it to match. This document describes both steps.

Step 1: Azure Portal

First sign in to Azure as an administrator and go to the App Registrations
section of the portal.

If you haven’t yet created an app, click '"New registration" to create one:

= i Search resources, services, and docs (G-+/ john@example.com @
Microsaft Azure Z DEFAULT DIRECTORY

Home >

App registrations = X

@ Endpoints /? Troubleshooting | < Got feedback?

@ Welcome to the new and improved App registrations (now Generally Available). See what's new and learn more on how it's changed. =

All applications | Owned applications  Applications from personal account

o

Register an application

Give your app a name and enter the redirect URL we provided you:


https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationsListBlade
https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationsListBlade

(VRIS AICN © Search resources, services, and docs (G+/)

Home > App registrations >

Register an application X

* Name

The user-facing display name for this application (this can be changed later)

Example Corp. v

Supported account types

Who can use this application or access this API?

® Accounts in this organizational directory only (Default Directory only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v \ [ https://apilanes-planes com/auth/example/callback]

By proceeding, you agree to the Microsoft Platform Policies 7

Then click "Register" at the bottom of the page. Azure will take you to the
Overview page for your new app:

Home > App registrations >

Example Corp # X

1 Overview @ Gota second? We wold love your feedback on Microsoft identity platform (previously Azure AD for developer). =
& Quickstart
B Display name Supported account types
# Integration assistant (preview) Example G My organization only
foplication (client) ID Redirect URIs
Manage
dfdb918f-11ab-4F1b-8b8b-0213 16c0ded2 1 web, 0 spa, 0 public client
= Branding Directory (tenant) ID Application 1D URI

24c451b-3d70-452a-83¢0-282b896 1eg Add an Application ID URI

Object Managed application in local directory
Certificates 8 secrets de02af17-8323-4d5c-9a66-8a3e Tedcc8fs Example Corp

D Authentication

Token configuration

- AP| permissions

@ starting June 30th, 2020 we will no longer add any Azure Active Directe Library (ADAL) and Azure AD Graph. We will continue to provide
echnical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL)

@ Expose an APl and Microsoft Graph. Leam more:

Ouwners

Roles and administrators (Preview)

B Manifest Call APIs Documentation

Microsoft identity platform
Authentication scenarios
Authentication libraries
Code samples

Microsoft Graph

Glossary

Help and Support

Support + Troubleshooting
&2 Troubleshooting

& New support request

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
sources.

View AP| permission

Sign in users in 5 minutes

You’ll need the codes later for both "Application (client) ID" and "Directory



(tenant) ID".

You also need to generate a secret for your application. Click "Certificates &
Secrets" in the left nav.

Home > App registrations >

Example Corp | Certificates & secrets = X

B Overview Credentials enable confidential applications to identify themselves to the service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

& Quickstart

# Integration assistant (preview)

Certificates

Manage Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
= Branding

T Upload certificate
D Authentication

Thumbprint Start date Expires

Certificates & secrets

111 Token configuration No certificates have been added for this application.

5 API permissions

@ Expose an API
Client secrets

Owners

& Roles and administrators (Preview) A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

I Manifest I~ New client secret,

Support + Troubleshooting Description Expires Value
& Troubleshooting No client secrets have been created for this application.

2 New support request

Click "New client secret" and select "Never" from the dialog box:

Add a client secret

Description

| Example Corp

Expires.

O In1year

O In 2 years

Now Azure will show your secret in the secrets section:



NSRRI EVON ® | 2 seaich resouices, senvices, andl docs (64

Home > App registrations >

Example Corp | Certificates & secrets 2 X

« O ottt
1% Overview @ Copy the new dlient secret value. You won't be able to retrieve it after you perform anather operation or leave this blade.

& Quickstart

Credentials enable confidential applications to icentify themsalves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

# Integration assistant (preview) scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

Manage

= Branding Certificates

2 Authentication Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys
Certificates & secrets T Upload centifcate

"
Token configuration Thumbprint Start date Expires
= APl permissions
No certificates have been added for this application.
@ Expose an API
. Ouwners

& Roles and administrators (Preview)
Client secrets

B Manifest A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
Support + Troubleshooting
+ New client secret
& Troubleshooting
Description Expires Value
& New support request
Example Corp 12/31/2299 ahCKMIOtrwA8AX

You’ll need that value too. Make sure to copy & paste it right away, because if
you navigate away Azure won’t show it again.

Now Azure is all set up to receive OAuth login requests from Lanes & Planes.

Step 2: Lanes & Planes

Next go to your organization’s settings page in Lanes & Planes and click the
Single Sign On button:

\\Vlanes&planes Q SEARCH # TICKETS EMPLOYEE, JOHN Q~

4 User Account Organization-wide settings & travel policies for pj
Bookings & Tickets MANAGE GROUPS MANAGE COST CENTERS ALL BOOKINGS @
Preferences

You'll see a screen with several fields for OAuth information.



\\Vlanes&planes Q SEARCH # TICKETS EXAMPLE, JOHNQ~

4 User Account Edit Single Sign On
After completing these OAuth settings, your users will only be able to log in to the application by going through the OAuth login. If
Bookings & Tickets you change anything here, we'll send you an email with a backup login link, in case you lock yourself out of the app. If you want to
disable OAuth and log in with email + password, select "Password" from the OAuth strateqy field. If you disable OAuth and the
Preferences user has no password specified, he can't log in without requesting a password or setting a new one.

Loyalty & Discount Cards

- OAuth strategy active_directory_oauth2 j
Personal Settings
OAuth client ID
2 Company Account didb918f-11ab-4f1b-8b8b-021316c0de42 B

User Ohuth dlient secret ahCKMICt w48 AxDb~d-Ja~3D_dT8-M-UR_
Approval

pprovas N OAuth tenant 3240451b-3d70-452a-8900-282b8961 ecad
Bookings & Stats v (only for Active Directory)
Accounting v

Supplier Agreements SuBMIT

Settings & Policies

Choose active_directory_oauth2 from the OAuth strategy dropdown.

For OAuth client ID, enter the Client ID you received from Azure above.

For OAuth client secret, enter the Client Secret you received from Azure above.
For OAuth tenant, enter the Tenant ID you received from Azure above.

Click Submit to save your changes.

Now your users can sign in to Lanes & Planes without entering separate pass-
words!
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